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DETAILED ACTION 

1 . This action is responding to application papers filed on 3-8-2004. 

2. Claims 1 - 57 are pending. Claims 1, 9, 16, 23, 29, 35, 41, 47, 52 are 
independent. 

Claim Rejections • 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 1 02 of this title, if the differences between the subject matter sought to be patented and the prior art 
are such that the subject matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

4. Claim 1-40 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Addington et al. (US Patent No. 7,194,756) in view of Bestler et al. (US Patent No. 
4,995,080). 

Regarding Claim 1, Addington discloses an apparatus for default encryption of content 
for distribution, comprising: 

a) a conditional access system; (see Addington Figure 8, number 27 ; col. 12 , lines 
22-29; col. 15, lines 14-22: access system for management of cable functions, 
conditional access (CA) module (conditional access system)) 

b) a conditional access management system that communicates with and manages 
the conditional access system; (see Addington Figure 8, number 1b ; col. 12 , 



Application/Control Number: 10/795,929 Page 3 

Art Unit: 2136 

lines 2-5; col. 15, lines 14-22: conditional access system (conditional access 
management system)) and 

Addington discloses wherein a memory storing default encryption information for use 
by the conditional access system to encrypt certain content, (see Addington col. 12, 
lines 2-5; col. 45, lines 39-41 : memory for encryption keys storage) Addington does 
not specifically disclose whereby encrypt certain content upon a communication 
failure between the conditional access system and the conditional access 
management system. 
However, Bestler discloses wherein: 

c) default encryption information for use by the conditional access system to encrypt 
certain content upon a communication failure between the conditional access 
system and the conditional access management system, (see Bestler col. 3, 
lines 1-6; col. 5, lines 19-22; col. 5, lines 37-39; col. 5, lines 60-63: encryption 
information (default) utilized for decryption during communications failure) 
It would have been obvious to one of ordinary skill in the art to modify 
Addington as taught by Bestler to enable the capability for usage by the conditional 
access system to encrypt certain content upon a communication failure between the 
conditional access system and the conditional access management system. One of 
ordinary skill in the art would have been motivated to employ the teachings of 
Bestler in order to enable the capability for a novel and improved method to operate 
a pay television (cable system) and permit a subscriber to self-authorize his 
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equipment to unscramble pay per view programs, (see Bestler col. 1 , lines 28-32: " 
. . . This invention relates generally to a novel method of operating a pay television 
system and particularly to an improved method of operating a pay television system 
that permits a subscriber to self-authorize his terminal to unscramble special pay per 
view television programs. ...") 

Regarding Claims 2, 10, 18, 25, 31, 37, Addington discloses the apparatus of claims 1 , 
9, 16, 23, 29, 35, wherein the default encryption information comprises default 
encryption keys, (see Addington col. 43, lines 2-7; col. 49, lines 58-62; col. 53, lines 39- 
45: encryption information (keys) for content encryption) 

Regarding Claims 3, 11, 19, 26, 32, 38, Addington discloses the apparatus of claims 2, 
10, 18, 25, 31, 37, wherein the default encryption keys are unique for each of a plurality 
of channels, (see Addington col. 2, lines 60-64: encryption key unique for each channel) 

Regarding Claim 4, Addington discloses the apparatus of claim 1 , further comprising a 
control computer that initializes the configuration memory with the default encryption 
information, (see Addington col. 12, lines 2-5; col. 43, lines 15-30; col. 45, lines 25-28; 
col. 45, lines 39-41: memory, setup configuration information (encryption information)) 

Regarding Claims 5, 12, 20, 27, 33, 39, Addington discloses the apparatus of claims 1 , 
9, 16, 23, 29, 35, wherein the configuration memory comprises a non-volatile memory. 
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(see Addington col. 12, lines 2-5: non-volatile memory utilized for operational 
(configuration) information) 

Regarding Claims 6, 13, Addington discloses the apparatus of claims 1, 9, wherein the 
content is encrypted with the encryption information, (see Addington col. 12, lines 2-5; 
col. 43, lines 15-21; col. 45, lines 25-28: pre-setup configuration information (encryption 
keys)) Addington does not specifically disclose whereby if a communication failure 
occurs between the conditional access management system and the conditional access 
system. However, Bestler discloses wherein, content is encrypted with the default 
encryption information if a communication failure occurs between the conditional access 
management system and the conditional access system, (see Bestler col. 3, lines 1-6; 
col. 5, lines 19-22; col. 5, lines 37-39; col. 5, lines 60-63: encryption information (default) 
utilized for decryption during communications failure) 

It would have been obvious to one of ordinary skill in the art to modify Addington as 
taught by Bestler to enable the capability for encryption with the default encryption 
information if a communication failure occurs. One of ordinary skill in the art would 
have been motivated to employ the teachings of Bestler in order to enable the capability 
for a novel and improved method to operate a pay television (cable system) and permit 
a subscriber to self-authorize his equipment to unscramble pay per view programs, 
(see Bestler col. 1 , lines 28-32) 

Regarding Claims 7, 14, Addington discloses the apparatus of claims 1, 9, wherein the 
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content is encrypted with the default encryption information, (see Addington col. 42, 
lines 52-60: encryption of content utilizing encryption keys) Addington does not 
specifically disclose whereby if communication cannot be established between the 
conditional access management system and the conditional access system. However, 
Bestler discloses wherein content is encrypted with the default encryption information, if 
communication cannot be established between the conditional access management 
system and the conditional access system, (see Bestler col. 3, lines 1-6; col. 5, lines 
19-22; col. 5, lines 37-39; col. 5, lines 60-63: encryption information (default) utilized for 
decryption during communications failure) 

It would have been obvious to one of ordinary skill in the art to modify Addington as 
taught by Bestler to enable the capability for encryption with the default encryption 
information if communication cannot be established. One of ordinary skill in the art 
would have been motivated to employ the teachings of Bestler in order to enable the 
capability for a novel and improved method to operate a pay television (cable system) 
and permit a subscriber to self-authorize his equipment to unscramble pay per view 
programs, (see Bestler col. 1 , lines 28-32) 

Regarding Claims 8, 15, 21, Addington discloses the apparatus according to claims 1, 
9, 16, wherein the conditional access system provides selective encryption of the 
content, (see Addington col. 42, lines 52-60: selective encryption (encryption of partial 
content)) 
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Regarding Claim 9, Addington discloses an apparatus for default encryption, 
comprising: 

a) a conditional access system; (see Addington Figure 8, number 27 ; col. 12 , lines 
22-29; col. 15, lines 14-22: access system for management of cable functions, 
conditional access (CA) module (conditional access system)) 

b) means for distributing content in the conditional access system; (see Addington 
col. 13, line 46 - col. 14, line 7: content (encrypted) distributed over 
communications medium; col. 11, lines 57-61; col. 12, lines 2-5: software 
implementation, means) 

c) mearis for managing the conditional access system; (see Addington Figure 8, 
number 1b ; col. 12 , lines 2-5; col. 15, lines 14-22: conditional access system 
(conditional access management system); col. 11, lines 57-61; col. 12, lines 2-5: 
software implementation, means) 

d) means for communicating between the managing means and the distributing 
means; (see Addington col. 43, lines 15-30: command processing, conditional 
access system) 

f) means for configuring the storing means with the default encryption information, 
(see Addington col. 43, lines 15-30; col. 45, lines 25-28: configure encryption 
information; col. 11, lines 57-61; col. 12, lines 2-5: software implementation, 
means) 

Addington discloses wherein means for storing default encryption information for the 



Application/Control Number: 10/795,929 Page 8 

Art Unit: 2136 

conditional access system for use by the conditional access system to encrypt 
certain content, (see Addington col. 12, lines 2-5; col. 45, lines 39-41: storage 
configuration (encryption) information) Addington does not specifically discloses 
whereby a communication failure between the conditional access system and the 
conditional access management system. 
However, Bestler discloses wherein: 

e) a communication failure between the conditional access system and the 
conditional access management system; (see Bestler col. 3, lines 1-6; col. 5, 
lines 1 9-22; col. 5, lines 37-39; col. 5, lines 60-63: encryption information 
(default) utilized for decryption during communications failure) 
It would have been obvious to one of ordinary skill in the art to modify 
Addington as taught by Bestler to enable the capability for encryption with the default 
encryption information if communication cannot be established. One of ordinary 
skill in the art would have been motivated to employ the teachings of Bestler in order 
to enable the capability for a novel and improved method to operate a pay television 
(cable system) and permit a subscriber to self-authorize his equipment to 
unscramble pay per view programs, (see Bestler col. 1 , lines 28-32) 

Regarding Claim 16, Addington discloses a method of default encryption of content for 
distribution, comprising: 

a) initializing a default configuration memory with default encryption information; 
(see Addington col. 12, lines 2-5: memory; col. 45, lines 39-41: initialize memory; 
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col. 49, lines 58-62; col. 53, lines 39-45: transfer (initialize) with configuration 
(encryption) information) 

b) communicating with a conditional access management system to retrieve active 
encryption information for a conditional access system; (see Addington col. 43, 
lines 2-7; col. 49, lines 58-62; col. 53, lines 39-45: receive (transfer) encryption 
keys, normal operation) 

c) encrypting content for distribution with the active encryption information; 
distributing the content encrypted with active encryption information; (see 
Addington col. 42, lines 52-60: content encrypted with encryption keys) 

e) distributing the content encrypted with the default encryption information, (see 
Addington col. 13, line 46 - col. 14, line 7: content (encrypted) distributed over 
communications medium) 

f) encrypting the content with the default encryption information; (see Addington 
col. 42, lines 52-60: encrypt content utilizing encryption keys) 

Addington does not specifically disclose if a communication failure occurs 
between the conditional access management system and the conditional access 
system. 

However, Bestler discloses wherein: 

if a communication failure occurs between the conditional access management 
system and the conditional access system: 
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d) reading the default encryption information from the default configuration 
memory; (see Bestler col. 3, lines 1-6; col. 5, lines 19-22; col. 5, lines 37-39; 
col. 5, lines 60-63: encryption information (default) utilized for decryption 
during communications failure) 
It would have been obvious to one of ordinary skill in the art to modify 
Addington as taught by Bestler to enable the capability for reading the default 
encryption information if communication cannot be established. One of ordinary 
skill in the art would have been motivated to employ the teachings of Bestler in 
order to enable the capability for a novel and improved method to operate a pay 
television (cable system) and permit a subscriber to self-authorize his equipment 
to unscramble pay per view programs, (see Bestler col. 1 , lines 28-32) 

Regarding Claim 17, Addington discloses the method of claim 16, further comprising: 
if communication is restored between the conditional access management system 
and the conditional access system: 

a) communicating with the conditional access management system to retrieve 
active encryption information for the conditional access system; (see Addington 
col. 49, lines 58-62; col. 53, lines 39-45: retrieve configuration (encryption) 
information, normal operation) 

b) encrypting the content for distribution with the active encryption information; (see 
Addington col. 42, lines 52-60: encrypt content utilizing encryption information) 
and 
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c) distributing the content encrypted with active encryption information, (see 
Addington col. 13, line 46 - col. 14, line 7: content (encrypted) distributed over 
communications medium) 

Regarding Claims 22, 28, 34, 40, Addington discloses a computer readable medium 
storing instructions which, when executed on a programmed processor, carry out the 
process according to claims 16, 23, 29, 35. (see Addington col. 11, lines 57-61; col. 12, 
lines 2-5: software implementation) 

Regarding Claim 23, Addington discloses a method of default encryption of content for 
distribution, comprising: 

a) initializing a default configuration memory with default encryption information; 
(see Addington col. 12, lines 2-5: memory; col. 45, lines 39-41: initialize memory; 
col. 49, lines 58-62; col. 53, lines 39-45: transfer (initialize) with configuration 
(encryption) information) 

b) attempting to communicate with a conditional access management system to 
retrieve active encryption information for a conditional access system; (see 
Addington col. 43, lines 15-30: command processing, conditional access system) 

e) encrypting the content with the default encryption information; (see Addington 
col. 42, lines 52-60: encrypt content with encryption keys) and 

f) distributing the content encrypted with the default encryption information, (see 
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Addington col. 13, line 46 - col. 14, line 7: content (encrypted) distributed over 
communications medium) 

Addington does not specifically disclose whereby if communication cannot be 
established between the conditional access management system and the 
conditional access system. 
However, Bestler discloses wherein: 

if communication cannot be established between the conditional access 

management system and the conditional access system: 

d) reading the default encryption information from the default configuration 

memory; (see Bestler col. 3, lines 1 -6; col. 5, lines 1 9-22; col. 5, lines 37-39; 

col. 5, lines 60-63: encryption information (default) utilized for decryption 

during communications failure) 
It would have been obvious to one of ordinary skill in the art to modify 
Addington as taught by Bestler to enable the capability for reading the default 
encryption information if communication cannot be established. One of ordinary 
skill in the art would have been motivated to employ the teachings of Bestler in 
order to enable the capability for a novel and improved method to operate a pay 
television (cable system) and permit a subscriber to self-authorize his equipment 
to unscramble pay per view programs, (see Bestler col. 1 , lines 28-32) 



Regarding Claim 24, Addington discloses the method of claim 23, further comprising: 
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if communication is achieved between the conditional access management system 
and the conditional access system: 

b) receiving active encryption information for the content for distribution in the 
conditional access system; (see Addington col. 43, lines 2-7; col. 49, lines 58-62; 
col. 53, lines 39-45: receive (transfer) encryption keys, normal operation) 

c) encrypting the content with the active encryption information; (see Addington col. 
42, lines 52-60: content encrypted with encryption keys) and 

d) distributing the content encrypted with active encryption information, (see 
Addington (see Addington col. 13, line 46 - col. 14, line 7: content (encrypted) 
distributed over communications medium) 

Regarding Claims 29, 35, Addington discloses a method of default encryption of 
content for distribution, comprising: 

a) initializing a default configuration memory with default encryption information; 
(see Addington col. 12, lines 2-5; col. 45, lines 39-41: configuration (encryption) 
information stored in memory) 

b) communicating with a conditional access management system to retrieve active 
encryption information for the content for distribution in a conditional access 
system; (see Addington col. 43, lines 2-7; col. 49, lines 58-62; col. 53, lines 39- 
45: transfer configuration (encryption) information) 

c) encrypting the content with the active encryption information; distributing the 
content encrypted with active encryption information; ,(see Addington col. 42, 
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lines 52-60; col. 13, line 46 - col. 14, line 7: content (encrypted) and distributed ) 
d) signaling all set-top boxes within the conditional access system instructing them 
to use the active encryption information; (see Addington col. 43, lines 15-30: 
command process, conditional access system; encryption keys sent to set top 
box) 

f) encrypting the content with the default encryption information; (see Addington 
col. 42, lines 52-60: content encrypted with default encryption keys) 

g) signaling all set-top boxes within the conditional access system instructing 
them to use the default encryption information; (see Addington col. 43, lines 
15-30: command processing, conditional access system; col. 43, lines 15-30; 
col. 45, lines 25-28: no communications for some set-top boxes, still 
connected set top boxes configure using encryption keys) and 

h) distributing the content encrypted with the default encryption information, (see 
Addington col. 13, line 46 - col. 14, line 7: distributed content for usage by 
both connected set-top boxes and disconnected set-top boxes) 

Addington does not specifically disclose whereby if a communication failure 
occurs between the conditional access management system and the conditional 
access system. 

However, Bestler discloses wherein: 

if a communication failure occurs between the conditional access management 
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system and the conditional access system: 

e) reading the default encryption information from the default configuration 
memory; (see Bestler col. 3, lines 1-6; col. 5, lines 19-22; col. 5, lines 37-39; 
col. 5, lines 60-63: encryption information (default) utilized for decryption 
during communications failure) 
It would have been obvious to one of ordinary skill in the art to modify 
Addington as taught by Bestler to enable the capability for reading the default 
encryption information if communication cannot be established. One of ordinary 
skill in the art would have been motivated to employ the teachings of Bestler in 
order to enable the capability for a novel and improved method to operate a pay 
television (cable system) and permit a subscriber to self-authorize his equipment 
to unscramble pay per view programs, (see Bestler col. 1, lines 28-32) 

Regarding Claims 30, 36, Addington discloses the method of claims 29, 35, further 
comprising: 

if communication is restored/achieved between the conditional access management 
system and the conditional access system: 

a) receiving active encryption information for the content for distribution in the 
conditional access system; (see Addington col. 43, lines 2-7; col. 49, lines 58-62; 
col. 53, lines 39-45: encryption information transferred, normal operation) 

b) encrypting the content with the active encryption information; (see Addington col. 
42, lines 52-60: content encrypted with encryption keys) 
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c) signaling all set-top boxes within the conditional access system instructing them 
to use the active encryption information; (see Addington col. 43, lines 1 5-30: 
command processing by conditional access system; col. 43, lines 2-7; col. 49, 
lines 58-62; col. 53, lines 39-45: configure encryption information) and 

d) distributing the content encrypted with active encryption information, (see 
Addington col. 13, line 46 - col. 14, line 7: distribute encrypted content) 

Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another 
filed in the United States before the invention by the applicant for patent or (2) a patent granted on an 
application for patent by another filed in the United States before the invention by the applicant for patent, 
except that an international application filed under the treaty defined in section 351(a) shall have the effects 
for purposes of this subsection of an application filed in the United States only if the international 
application designated the United States and was published under Article 21(2) of such treaty in the 
English language. 

6. Claim 41 - 57 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Addington et al. (US Patent No 7,194,756). 

Regarding Claim 41, Addington discloses an apparatus for default decryption of 
content, comprising: 

a) a conditional access system; (see Addington Figure 8, number 27 ; col. 12 , lines 
22-29: access system for management of cable functions, conditional access 
(CA) module (conditional access system)) and 
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b) a configuration memory capable of storing default decryption information for the 
content for use to decrypt the content when the conditional access system 
receives signaling instructing it to use the default decryption information, (see 
Addington col. 43, lines 15-30: command processing, conditional access system; 
col. 12, lines 2-5; col. 45, lines 39-41: memory, storage configuration information) 

Regarding Claims 42, 48, 54, Addington discloses the apparatus of claims 41 , 47, 52, 
wherein the default decryption information comprises default decryption keys, (see 
Addington col. 43, lines 2-7; col. 49, lines 58-62; col. 53, lines 39-45: 
encryption/decryption information (keys) for content encryption) 

Regarding Claims 43, 49, 55, Addington discloses the apparatus of claims 42, 48, 54, 
wherein the default decryption keys are unique for each of a plurality of channels, (see 
Addington col. 2, lines 60-64: encryption/decryption key unique for each channel) 

Regarding Claim 44, Addington discloses the apparatus of claim 41 , wherein, when 
signaled to initialize the configuration memory, the conditional access system initializes 
the configuration memory with default encryption information received with the 
signaling, (see Addington col. 43, lines 15-30; col. 45, lines 25-28; col. 45, lines 39-41: 
configuration information processed) 

Regarding Claims 45, 50, 56, Addington discloses the apparatus of claims 41, 47, 52, 
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wherein the configuration memory comprises a non-volatile memory, (see Addington 
col. 12, lines 2-5: non-volatile memory utilized for operational (configuration) 
information) 

Regarding Claim 46, Addington discloses the apparatus of claim 41 , wherein the 
content is decrypted with the default decryption information upon reception of signaling 
instructing the conditional access system to use the default decryption information, (see 
Addington col. 49, lines 58-62; col. 53, lines 39-45: communication restored, process 
configuration (encryption) information) 

Regarding Claim 47, Addington discloses an apparatus for default decryption of 
content, comprising: 

a) means for receiving content in a conditional access system; (see Addington col. 
12, lines 22-29: received (encrypted) content; col. 11, lines 57-61; col. 12, lines 
2-5: software implementation, means) 

b) means for receiving signaling in the conditional access system; (see Addington 
col. 12, lines 22-29; col. 15, lines 14-22: conditional access system; col. 43, lines 
15-30: command processing; signaling for conditional access system; col. 11, 
lines 57-61; col. 12, lines 2-5: software implementation, means) 

c) means for storing default decryption information for content received in the 
conditional access system for use to decrypt the content when the conditional 
access system receives signaling instructing it to use the default decryption 
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information; (see Addington col. 12, lines 2-5; col. 43, lines 15-30; col. 45, lines 
39-41: storage configuration information in memory; col. 11, lines 57-61; col. 12, 
lines 2-5: software implementation, means) and 
d) means for configuring the storing means with the default decryption information, 
(see Addington col. 43, lines 15-30; col. 45, lines 25-28: configure encryption 
information; col. 11, lines 57-61; col. 12, lines 2-5: software implementation, 
means) 

Regarding Claim 51, Addington discloses the apparatus of claim 47, wherein the 
content is decrypted with the default decryption information upon reception of signaling 
instructing the conditional access system to use the default decryption information, (see 
Addington col. 43, lines 15-30: command processing, conditional access system; col. 
45, lines 25-28: utilize configuration information, encryption keys) 

Regarding Claim 52, Addington discloses a method of default decryption of content, 
comprising: 

a) receiving signaling instructing storage of default decryption information for 
content in a conditional access system; (see Addington col. 45, lines 15-30: 
command processing, conditional access system) 

b) receiving default decryption information for use to decrypt the content when the 
conditional access system receives signaling instructing it to use the default 
decryption information; (see Addington col. 43, lines 15-30: command 
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processing, conditional access system; col. 49, lines 58-62; col. 53, lines 39-45: 
receive configuration information) 

c) initializing a default configuration memory with the default decryption information; 
(see Addington col. 12, lines 2-5; col. 45, lines 39-41: memory, initialized 
(storage) configuration information) 

d) receiving active decryption information with content in the conditional access 
system; (see Addington col. 43, lines 15-30; col. 45, lines 25-28: receive 
configuration information) 

e) decrypting selected channels with the active decryption information; (see 
Addington col. 12, lines 22-29: decrypt content) 

if signaling reception instructs use of the default decryption information for the 
conditional access system: 

f) reading the default decryption information for the content from the default 
configuration memory; (see Addington col. 43, lines 15-30; col. 45, lines 25-28: 
configure encryption information, normal operation) and 

g) decrypting content with the default decryption information, (see Addington col. 
12, lines 22-29: decrypt content) 

Regarding Claim 53, Addington discloses the method of claim 52, further comprising: if 
signaling reception instructs use of active decryption information: 

a) receiving active decryption information with the content in the conditional access 
system; (see Addington col. 43, lines 15-30; col. 49, lines 58-62; col. 53, lines 39- 
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45: receive configuration information) 
b) decrypting content with the active decryption information, (see Addington col. 12, 
lines 22-29: decrypt content) 

Regarding Claim 57, Addington discloses a computer readable medium storing 
instructions which, when executed on a programmed processor, carry out the process 
according to claim 52. (see Addington col. 11, lines 57-61; col. 12, lines 2-5: software 
implementation) 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Carlton V. Johnson whose telephone number is 571- 
270-1032. The examiner can normally be reached on Monday thru Friday , 8:00 - 
5:00PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on 571-272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
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For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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